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GOVERNMENT OF ASSAM
ORDERS BYTHE GOVERNOR

INFORMATION TECHNOLOGY DEPARTMENT

NOTIFICATION

The 8th July, 2021

No. IT.5Ii2009l386.- The Govemor of Assam is pleased to notiry the Assam Cyber

Security Policy, 2020 for the State ofAssam framed in consultation with concemed Departments

of the Govemment of Assam.

The Assam Cyber Security Policy is appended herewith
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Assam Cyber Security Policy 2020

1. Purpose

The purpose of this policy is to provide the Govemment of Assan with the necessary direaion,
suppon and seoriry frdmework requirements to protect ttre digital information and lnformation

Communication Technology asset of the State. The protecdon extends to data and ICT asset of all
the Deparunenc and its consdnrent organizations, based on their administratirre and elecrronic

services ddivery reguirements.

Tbis policy shall Eeet the minimum cyber security requirements in order to protect the

confidenrialiry, integrity and availability of state-owned electronic information by Deparureue
and iE constituent organizations, It also shdl meet the requlred assurance and the accepuble level
of asset protection from external and internal tlueats.

2. Vlslon

To ensure, promote and sustain a safe and resilient cyberspace in the State to promote well-being
of the Government; Citizen and Business.

3. Mlssion

To identify, analyze, protect and build capabilities to prevent and respond to cyber threats posed

on State's digital inforuration and ICT asset in Cyber Space through a combinadon of institutions,
people, processes, technology and cooperadon.

4. Obfectlve

This Policy shall serve as best practice in information security for all ttre Deparoens ard
corstiruent o[ganizations of the Govemment of Assam. This policy shall indude all aspects of
mirnagement induding direction and support for infonnation securiry in accordance with the

peninent secions of various Acts, Rules and Guidelines of the Govgrnmsnl 6f lndia. The following

are dre objectives of the policy

4.i Protection of Di$tll Information and Information Infrastnrcture: Protect the

Govemment digital infomraion of Assam as weU as the data within its custody and

safeguarding its confidendality, integrity and availability. Also, to idendfy, notify and

protect hformation Infrasuuctrue of the Govemment of AssaE and esablish necessary

institutional mechanism for safeguardi.og the information and resources from $eft, abuse,

misuse and any fomr of damage.
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4.ii create Awareness and Build capacityl To dwelop capacity and create awareness
amongsr ihe employees of the Government of Assam for a cyber secured culture in order
to minimize the occurrence and severity of information security incidents.

4.iii Setup Institutional Security Governancc: To establish responsibiliry and accounrabiliry
t0 oversee manageEent of informadon security and promote cyber sec1]rity ecosystem in
the State.

5. Strategies to meet the obiectives

5.i Protection of Digital Information and Information Infrasuucture

To meer the objectives menrioned in the para 4.i the foltor+ring straregies are formdated

a) Identification and Assessment of Infonnation Infrasmrcturqusing risk base assessmenr.
Based on risk parameters, expert judgement and estiE;tion etc. the infonnation
infrasrucrure sbarl be grouped as critical or non-critical for Govemment processes.

b) Ensure carrying our Risk (vulnerability-Tlueat- Impac0 Analysis for the securiry of
data as per data security architecture, standards within one year of norification of the
policy. Funher, Risk .Analysis shall be inidated whenever there is significant charrge or
upgrade in the system.

c) Apply secwity conrols as per requiremens. Ensure secuity conqors is taken as a
key design paramerer for aII ICrs projects tl*oughout thi project lifeqcle from
conceprualization phase.

d) PIan, deveiop, maintain and review documenred process for IT security Service Level
Agreements. The same shall be srrictly followed while designing the service Level
Agreemenrc with senrice providers including Cloud Service providers (pubiic or
Private).

e) PIan, establish, implement, operate, monitor, review, maintain and conthuously
improve rhe Information Securiry Management System (ISMS) or industry accepted
standards, frameworks as per latest guidelines for prorection of digira.l informadon.

f) Ensure periodic conduct of intemal and extemal Informarion securiry Audits according
to the requiremens of the organizadon based on ISMS.

g) AII non-critical ICT asses of the Deparurents and consdruent organizations shall be
duly protectcd and monitored thrbugh necessary instirutional setup and Incidenr
Management Systems.
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h) Plan, der-eiop, maintai.o and review the process of taking regrdar backup of logs of

nenvorking devices, Perimeter devices, communication devices, serven, systems and

servlces supportiir8 information infrastucn[e. The logs shall be handled as per the best

practice of Information Security requirements.

i) The Govemment of Assam shall dedart the idenrified Critical Information

Infrasructure of the concemed Deparonens and Corstituent orgadzatioDs vide

necessary Gazette notification within 180 days of dme from nodfication of ttris policy.

j) Develop Incident Response Plan and Cyber Crisis Managemmt Plan for all Critical

and Non-Critical Information krfrastruchles of Constituent organizations'

k) Ensure Disaster Recovery and Business Continuity Planning @CP) security Conrols

for minimum downtime and the restoration process.

I) Ensure all e-Govemance applications induding other Govemment applications such as

geospatial applications, websites, portaj. etc. should be hosted at the Assam State Data

Center (ASDC) and shall use Assam State Wide Area Network (ASWAN) as per

availability or any other secure network at different level (SHQ - DHQ - BHQ). For

secile operation of ASDC and ASWAN, the foliowing detailed guidelines shall be

issued by Information Technology Deparnnent separately.

i. Assam State Data Centre (ASDC) Usages Guidelines induding hosting of
application, cloud provisioning, backup of data & retention rules and securiry

requirements etc. of user Depanments.

ii, Assam State Wide Area Netvork (ASWAN) Guidelines induding seority
requirtmens etc. of user Depafiments,

iii. Develop a Data Repository Guideline for the Govemment of Assam to facilitate the

sharing and utilization of data for analytical and research purpose as per National

Dara Sharing and Accessibility Policy NDSAP 2012.

m) Ensure seo:riry certification on procuement of IT security product / critical IT
infrasm.rctures / services. Any product / service blacklisted by Govemment of India for
cyber security reasons, should be complied under dris policy.

n) Establish best practices for secure disposal of ICT assets phased out by the Deparulents

and its constinrent orgardzations.

o) Maintain the documentation of the above operadng procedures ensuriDB version

conrol. All the operating procedrms should be periodically reviewed in order to ensure

their effectiveness and adherence.
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5,ii Awareness and Capacity Development

Capacitv development progriurmes shall be conducted to create awiueness, knowledge

enhancement and skill development in understanding the ever-increasing intricate
technological changes and mitigating the consequent vu-lnerabilities.

a) Take appropriate measures for continuous enhancement of the awareness levels of State
Govemment employees on secr.rity of ICT asses, processes and inJormation.

b) Idendfy and assess the }oowledge and skill gap at various Ievels at regular intervals.

c) Develop curricula on security trainings and design training programs.

d) Perform periodic eva.luation of the training stratcgies, programs and outcomes.

S.iii Setup Insdtutional Security Governance

The Government of Assam under this Policy shall create lecessary Apex Leve], Deparunental

Level and Disuict Level Security Govemance Strucrures ia time bound noanner !o ensute

adequate planning, identification and compliance for ensuring cyber security of the State at

different ]evels,

a) Consdrute Apex Committee for Stare Cyber Securiry under the chairmanship of Chief
Secretary for providing sbategic direction, guidance and coordinate matters related to

information security in the State wi0rin 30 days from the Gazette nodficadon of this

Policy.

b) Consdnrre Department Level Cyber Secudty Steering ComEittee, under the

chairmanship of Senior-most Secretary of the Department to ensure information

securiry within 45 days from the Gazette notjficadon of this Policy.

c) Constirue Dissict Level Cyber Security Steering Comnittees, under the chairrnanship

of the Depury Commissioners of the districts within 60 days from the Gazette

notification of this Policy.

6. Role of Information Technology Department

Information Technology Departrrent, Govemment of Assam shall be the nodal Department for
administering *ris policy and have the authority to implement and modify this poliry under the

direcdon and guidance of the Apex Comrnittee. Information Technolory Departrnent shall

formulate requLed guidelines, issue notifications and set up moniroring mechanism for the

implementation of this Policy.
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The major roles and rtsponslbilities qf fte hformation Technolory Departne are 8s foIlows:

i. Coordinate with Apex Commlttee, Deparment Lwel Seority Steering Cou'-mittee and

Disrict LEvel Security Steering Commiuee for implemenurion of the Policy.

Implementadon of the Suategies to meet the objectives of the Policy for the key ICT

asset under the lnformation Technology Deparment.

lu. Constinrte a Cyber Security Division in Dtectorate of Information Technology,

Elecronics and Communication (DffEC) to oveniee the security implementation and

audit related activities in the State.

IV. Ptovide necessary suppoft to all dre Depamrents in implementing their secnrity

sEateg.ies in respect of Digital Information and lnfrasrucn[e to align with the objecdves

of the Policy.

Information Technology Departnent shall create necessary mechanism with the support

of organisations of Government of India like Cen-In and NCIIPC to issue dre advisory
for protettion of ICT assets including Critical and Non Critical ICT assers for the other
Deparrnents.

vt Information Technology Depanment shall develop and implement Incident Response

Plan and Cyber Crisis Manageruent Plan for the Sute and engage resources to handle
cyber incident and cyber crisis for Ore Infomration Technology Deparunent and exend
suppon to othel Deparments in implementiag the same,

Develop dre capacity for adminjstering the hternal securlty audit and empanel secrlrity
audit firms for third party security audit for all Deparurents.

Identify, dwelop and conduct courses and certification programme for imparting raining
1s thg sffirials of Govemment of Assam at different level.

Develop and conduct State wide Cyber Security awareness program for electronic sewice
delivery.

Adopdon of emerging technologies like IoT, futificiat Intelligence, Blockchain for
ensuring Cyber Security in the State.

Detail guidel.ines shall be prepared by the Iuformation Technology Departlent to define
the functioning, roles and responsibilities of the Committees constituted In consultation
with the concemed authorities.

lI.

vlt

viii.

Ix

,C

xl
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7. Role of Government Departments/Organizations

The mles and responsibilities of various Depafitrents/organi73dsn5 of Govemmmt of Assam are

as follorvs:

i. Nominate CISO for the Deparment and io consrituent agencies.

ii. Implementation of the Srategies to meet the obj ectives of this Policy.

ul lmplement the advisory of Inforrration Jschnolog/ Departuent regarding protection

of Critical and Non Critical ICT assets of the Deparurent.

Develop Incident Response Plan and Cyber Crisis Management Plan with rcquisite

team to handle cyber ilcident and cyber crisis.

tv

Administer the intemal securiry audit by the Depanment or seek suppon from

Informadon Technology Deparunent.

Conduct 3t pany security audit ttuough empaneled agencies of Information

Technology Depanment or any other competent agencies.

I

vu. Deparmmt may adopt emerging technologies llke Anificial Intelligence, Machine

Leaming, Blockchain for ensuring Cyber Security. For any such inidatives, the

Departrnents shall inform Informatiou Technology Departrnent throughout the prcject

Iifecycle from conceptualization phase,

8. Apex Cornrnlttee for State Cyber Securlty

Ttre Infomration Technology Departrrent shall constiute an Apex Comrnittee under the

Chairmanship of Chief Secretary, Govemment of Assam within 30 days hom Gazene notificadon

of this policy.

The constitution of the Comminee shsll have the following members

i.Chairpercon:
Chlef Secretary, Government of Assan

ii. Member Convenor:

SeDior most Secreury, Infomration Technology Deparonmt, Govemmmt of Assan'

iii. Mcmbers:
a) Senior most Seoetary, Finance Department, Govemment of Assam

b) senior most secrlury, Home & Polirical Department, Govemment of Assam

c) Senior most Secr€tary, T&D Department, Government of Assam

d) Seuior most Seaeury, AR&T DePatuent, Govemment of Assam

e) Senior most SecEtary' Personnel Department, Government of Assast
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0 DGP, Assan Police, Govemment of Assam or representadve not bdow the rank of
ADGP.

g) The Director, Directorate of Inforrration Technology, Elecuonics and CommunicatioD
(DffEC), Govemment of Assam.

h) State Informatics Officer, National tnformadcs Center.
i) Managing Director, AMTRON.
j) Chief Information Security Officer (CISO), Information Technology Department,

Govemment of Assam.
k) Representative from NCIIPC / CERT-Lo, Govemment of India.
I) Representative from other DeparUnents as needed-

The Chairperson may nominate domain experts from Industry and Academia as menbers of the
commimee.

Key Functiona-lity:

i, Provide guidance with regard to the stratcgic inputs at the policy level.
ii. Notificatlon of Critical Inforrration Ilfrasrucnue.
iii. Dedaration of Cyber Crisis and In-Crisis Management.
iv. Review and monitor the progress from time to time and provide guidance rcIated to' 

required changes.

v. Approval of fund to carry out implementation and monitoriug of Cyber Seority iD
rhe Stare.

vi. Meeting of the Apex Committee shall be held ia every six months of the calendar
yea.

vil. Recommenrtetion for policy rcview.

9. Department Level Cyber Seanrlty Steerlng Commlttee

A Depar6enr Level Cyber Security Steering Comminee under the Chairpersonship of Senior most
Seqetary of the Deparmrent shall be consdtuted wifiin forty five days (45) of the notification of
this poltcy with following constirution:

L Chairperson:
Senior most Secreary of the Deparmmt

ii. Members:
a) Chief Infomatiqn Security Officer (CISO) of the Depanment.
b) Nodal officer oriHead of dre IT Project of the Deparurent.
c) Financial Advisgr to the Deparment.
d) Technical in-charges (System, Nenvork and Database A&ninistrator etc.).



THE ASSAM GAZETTE, EXTRAOP.DINARY, JULY 3 I, 2021 1965

Key Functionality:
' i. Implementador of the Policy in the Departments.

ii. Do In-Crlsis Management.
iii. Review and monitor rhe implementation of Cyber Security in the DeparErent.

10. District Level Cyber Security Steering Committee

A district Level cyber security steering committee under tbe chairpersonship of Deputy
Commissioner of the disrict shall be consdtuted.

l.

ii.
iii.
iv.

vt.

Depury Commis.sioner

Addl. Depury Commissioner (e.Governance)

Superlntendent of Police
Disuict Inforrradcs Officer, NIC
Disrict Manager of Directorate of lnformation Technology, Elecuonics and
Communication (DfTEC)
Representarive from AMTRON and any other IT proj ecrs as needed.

Key Functionality:

1.

ri.

iii.

Implementation of the Policy in the respective District.
Do in-Crisis Management.

Review and monitor the implementation of Cybcr Security in the District.

71. BudgetAllocation for the Implementatlon of ttre policy

All Deparrnents impiementing and maintaining IT projects may allocate appmpriate firnds for
cJber security, This budget allocation by the Depamnents shall be utilized as per the policy and
guidelines of the Srate.

In case of maJor fulding is needed for Cyber Seority requfemeuts of the State necessary approva.l

shall be obtained from the Apex Comrnittee.

t2. Operative Period of Policy

The Assam Cyber Securiry Poiicy, 2020 shall be operative from rhe date of Gazeue Notification.

13. Policy Review

The Policy shall be futher reviewed by Information Technology Depardrent consequetrt to the

issuance of National Cyber Security Strategy 2020-25 and as per change in securiry scenario.
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Clossaryof Terms Used

FuII Formrlvleaning

Inforuration Techaology Acr 2000 aad subsequent amendrnents
Organl"alioo ,1r", is involved i-u business interest with the Srare Govemnent or is
handling any ovemment related data,

Antivirus Software designed to detect and desroy computer viruses,
Cert-In Computer Emergurry Response Team-India

Critical InJormation Inlrurucnrre (Cfl ).
Cyber Security Protecting informadon, equipment, devrces, computer, computer resource

communication device and information stored therein from unautiorized access

use, disclosure, disnrption, modification or desEuctjoo,
Deparfiient The Ad-griniscradve DeparErent under rhe Gor.ern-Eent of Assam as specified r

rthe Assam Rules of Executive Business, 1958.

GoI Governoent of India

Government Govemment of Assam.
ICT Asset i Information and Communication Technology ilfra*ructu re
Incident Security eveni that changes or affecs ihe everyday opeations of ar,l informalic

rcchnologr service, indicating thar a may have been liolated or a securii

saleguard may have failed.
Pracdce of protecting inlormation from unauthorized access, use, disdosur
disruption, modiEcation, perusal, inspeoion, recording or desmJction.

Informadon Sectrrity ement systeB.
IT Audit Process of collecdng and ev"aluating evidence to determine whether a compur

system has bem designed to main[ain data integrity, safeguard asser, allol
organizational goals to be achieved effectively, and uses resourcee efficienrly.
Infororatiou Technology Departrnent, Goverflment of Assam.

National Critical Information Infrastuctue Protection Centre.

Officlal gazette of the Government.

Deparunens and iB constituert agencies and insdhrtes of Government of Assam.
Statement of intenL and is implemened as a procedure or protocol

State of Assal::.

State Head Quarter, Dlstrict Head Quarter, Block Head Quarrer.

All other words and ex?ressions used but not defined in this policy, bur defined in the Inform.i
Technology Aa, 2000 (and amendmenr 2008) or Narional Cyber Securiry policy 201.3 u
guidelines and/or n:.les and regulations made thereunder shall have the same meanin
respectively assigned to them in such Acts and./or policy and/or guidelires and,/or n:les
reguJations, as the case may be,

NIRAJ }'ERMA,
Principal Secretary to the Govemment of Assam,

lnformation Techlology Department.

Term

Act
Agency

Information
Scctrriry

ISMS

ff Departrnent

NCU?C
Official Gazette
Organizations
Policy
State

SHQ-DHQ-BHQ
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